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Kan vi stole pa tingenes internett?

Finn Latzow-Holm Myrstad, fagdirektgr, digitale tjenester
Nasjonalt Internettforum 2019

[
‘l FORBRUKERRADET
Twitter: @finnmyrstad



74%

Av forbrukere er bekymret for
sikkerhet og personvern i
tingenes internett
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#WatchOut

Analysis of smartwatches for children

Octodar, 2017




HACKERS REMOTELY RILL A JEEP ON THE
HIGHWAY—WITH ME IN IT

Could hackers break my heart via my
pacemaker?

Hacker strikes again: Creep hijacks baby monitor to
scream at infant and parents

Blame the Internet of Things for today's
web blackout

Kilder: Wired, Ars Technica, Computerworld, Engadget



Sikkerhet

Kunne sendt kommandoer
til alle tilkoblede smartovner
fra norske Mill

19

Mill opplyser at de har 50.000 tilkoblede smartovner, og at sarbarheten er
fikset.



https://nrkbeta.no/2019/01/16/kunne-sendt-kommandoer-til-alle-tilkoblede-smartovner-fra-norske-mill/
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By posting Content as part of the Service,

you automatically grant to the Company, its affiliates,
licensees and successors, an irrevocable, perpetual,
non-exclusive, transferable, sub-licensable, fully paid-up,
worldwide right and license to (i) use, copy, store,
perform, display, reproduce, record, play, adapt, modify
and distribute the Content, (ii) prepare derivative works

of the Content or incorporate the Content into other works,
and (iii) grant and authorize sublicenses of the foregoing in
any media now known or hereafter created.



Dark patterns

“...features of interface design crafted to trick users into
doing things that they might not want to do,

but which benefit the business in question.”

Kilde: Darkpatterns.org
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DECEIVED BY DESIGN

(.

EVERY STEP
YOU TAKE




Required: Review your data
settings

Personal data laws are changing in the
European Union, and we want to make it
easy for you 10 view some of your data

settings

Please take a few minutes to review these

updates and make choices about some
specific data settings

Here's what we'll ask you to review

How we use personal data from
advertisers, app developers and
publishers to show you relevant ads

An option for turning on face recognition

Our updated Terms, Data Policy and
Cookie Policy
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Godta
ansiktsgjenkjenning,
ellers....
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facebook




Manipulerende klikkflyt
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Location Mistory

Protect your phone Google services

Prevent others from using this phone _ 2gmail com

arn more about each service, such

\ without yo v by activatir F (
turn it on or off I Data will be —
Device Information

device protection features
arn more used according to Google's

Set up Fingerprint Scanner
Set up PIN, pattern, or password . Keep me up to date
nd offers from
No, thank you Google Play b, Voice & Audio Activity

install updates & a
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Skjulte grunninnstillinger




150 ganger i

timen!




COMPLAINT TO THE DATATILSYNET UNDER ARTICLE 77(1) OF THE EUROPEAN GENERAL
DATA PROTECTION REGULATION?

A. INTRODUCTION

Forbrukerradet(org.nr. 871033382), by Gro Mette Moen - Fred Olsens gate 1, 0152 Oslo has
been instructed by— (“the complainant”) to file this complaint
on her behalf, on the basis of Article 80(1) of the GDPR.

This complaint is filed against Google LLC ("Google”), Amphitheatre Parkway, Mountain View,
CA 94043 USA.

The complainant wishes to raise concerns regarding the way Google processes her location
data. The complainant owns and uses an Android smartphone on a daily basis (Huawei P20
Pro 128GB) The device is associated to her Google user account.
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Hvorfor skal vi bry oss?







Utfordringer i dag

* Alt skal pa nett

* Manglende kompetanse

 Vanskelig a ta informerte valg

* Svakt regelverk




Vi trenger...

Code of Practice for
Consumer loT Security

* Bindende minstekrav
* Aktive tilsyn

* Veiledning av bransjeaktgrer

* Sikkerhets- og

personvernkultur



https://www.gov.uk/government/publications/code-of-practice-for-consumer-iot-security

Sjekk forbrukerradet.no



